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These survey results are based solely upon
the information provided by the
participating companies'representatives.
Deloitte Touche Tohmiatsu has made no
attempt to verify the reliability of such
information. These survey resuits are limited
in nature, and do not comprehend all
matters relating to risk management that
might be pertinent to your business. We
make no representation as to the
sufficiency of these survey resuits for your
purposes. These survey resuits should not
be viewed as a substitute for other forms of
analysis that management should
undertake and is not intended to constitute
legal, accounting, tax, investment,
consulting, or other professional advice or
services. Before making any decision or
taking any action that might affect your
business, you should consult a qualified
professional advisor. Your use of these
survey results and information contained
herein is at your own risk. Deloitte Touche
Tohmatsu will not be liable for any direct,
indirect, incidental, consequential, punitive
damages or other damages, whether in an
action of contract, statute, tort {including,
without limitation, negligence} or
otherwise, relating to the use of these
survey results or information contained
herein. These survey results and the
information contained herein are provided
“as is,” and Deloitte Touche Tohmatsu makes
no express or implied representations or
warranties regarding the results or the
information. These survey results are solely
for your informational purposes and
internal use and you will not disclose it to
any other person or entity. For more
information, piease contact your Deloitte
Touche Tohmatsu professional.
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A great deal has happened since we conducted our Iast Global Risk
Management Survey in 1999:

» Many financial firms experienced mergers and acquisitions that raised
concerns about integrating risk management systems and processes.

» Regulators have continued to influence risk management trends,
most notably through the Bank for International Settlements (“BIS”),
which has issued a proposed New Accord (“Basel 11"} to replace the
1988 Capital Accord. With the New Accord, BIS updated credit risk
measurement approaches and introduced new methodolegies for
measuring operational risk and related capital charges.

» Risk management system vendors have saturated the market with
new and advanced applications that incorporate new methodologies
and more integrated capabilities to capture a wider product base.

» Worldwide, the tragic events of September 11 have emphasized risk
of business interruption due to terrorism and war,

» In the U.8., the dramatic collapse of Enron has resulted in a very
public debate about the role of corporate governance, board oversight
and off-balance sheet risks in all entities including financial firms.

In the meantime, a number of surveys have been conducted by risk
magazines, system vendors and industry groups that were limited in scope
either to specific areas within risk management or types of financial
institutions. These surveys do not offer a view of global risk management
practices among a cross section of financial services institutions. Therefore,
we conducted our survey addressing risk management on a global basis
among the following disciplines:

1. Risk Governance

2. Capital Allocation

3. Enterprise Risk Management

4. Credit Risk Management

5. Market Risk Management

6. Operational Risk Management

7. Business Continuity Management

8. Risk Systems and Technology Infrastructure
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Our 2002 risk survey participant data
reflects current trends in risk
management throughout major global
financial institutions. Participants
represented major financial
institutions with offices in six major
market regions. The final survey
sample reflects all major financial
services sectors. The two se i

the most participants were
FaEgrge. While commercial
banks made up 60% of the total

population, half considered either
commercial or retail lending as a
primary business activity in terms
of active market participation.

Our goal in conducting this survey
is to identify and share current
practices and future trends in risk
measurement methodologies,
management approaches and risk
systems infrastructure. In this report,
we present the results of cur survey
and highlight significant trends

in risk management. We believe that
our findings will provide a useful
benchmarking tool for the
participants and the larger risk
management community within
financial institutions.

Following is an overview of key
observations for each of the
disciplines covered in the survey.



Traditionally different forms of risks {credit, market, operational, eic.) were
compartmentalized and risk professionals assigned the responsibility to
manage these risks in isolation. Risks were divided by their source, or by
location or region. More recently, there has been a trend towards the
integration of the risk managernent function. Our survey confirms this trend.

To bring all risks (market, credit, operational, etc.) under one area of
responsibility, almost two-thirds (65%) of survey participants have moved

or are progressing towards the appointment of a Chief Risk Officer (“CRO"),
who often reports primarily to the Board of Directors.

The single most important responsibility of the risk oversight function,

as highlighted by the respondents to the survey, is to conduct risk analyses
and provide management with risk reporting. Developing policies and
control procedures and monitoring compliance was considered the next
highest priority of this function.

Not surprisingly, institutions worldwide continue to progressively adopt more
sophisticated approaches towards capital allocation. The New Basel Accord
proposals have clearly contributed to this trend by emphasizing the need

for greater risk sensitivity in capital measures. However, significant
challenges relating to data and systemns infrastructure are expected to make
the task of compliance with advanced approaches difficult. It is encouraging
to note that, in spite of the burdensome and potentially costly mandates,

an overwhelming majority of the surveyed institutions now view the New
Accord as having a positive influence on the state of risk management,
especially with respect to credit risk.

The trend towards improved granularity and deeper application of economic
capital within the surveyed institutions continues, albeit at a slower pace,

It will be interesting to observe if the role and importance of economic
capital modeling is compromised or diluted over the coming years with
increased risk sensitivity in regulatory capital measures. Based on the
current state of risk management and migration plans for the future, a
convergence between these measures, especially at small and mid-sized
institutions, is a distinct possibility.

ERM is an area that draws a lot of attention from risk managers, senior
management and shareholders. Very few institutions indicated that they
have already achieved a fully integrated view of market, credit and operational
risks within their organizations. However, over half of the participants
consider this integration to be a high priority. The responses clearly point
towards risk-adjusted performance measurement and shareholder value
management as the key drivers of evolution towards an ERM framework.
Participants viewed effective integration of the enterprise databases and
related risk systems as their biggest challenge. Only about half of the
participants considered their risk data and systems to be somewhat
integrated, while nearly 40% viewed them to be “not integrated at all.”







Despite the recent regulatory and industry attention on operational risk
management, the majority of survey participants indicated they are only

in the preliminary phases of operational risk framewark development.
However, a strong minority indicated their organizations are already in the
final phase (managing operational risk]. The overwhelming driver for
operational risk framework implementations has been regulatory activity,
although nearly a third of respondents envision gaining a competitive edge.

Currently, the most common operational risk management structure used
by respondents involves an independent operational risk control and audit
function with active involvernent by the board and senior management.
Nearly a quarter of the respondents did not have a centralized operational
risk management structure; rather, operational risk management is a
function of the business units without independent oversight. One would
expect this decentralized, unmonitored approach to decrease in popularity

as organizations move into the latter stages of operational risk management
implementation and as more organizations try to incorporate operational risk
management into corporate strategy.

Given the limited titne frame that focus has been placed on operational risk
marnagement, a minority of survey participants rated their operational risk
management as being very capable. Loss everit data is somewhat, but not
extensively, used, either implying that data is unavailable or is not robust
enough to use as a primary tool. The most heavily planned approach in the
next two years is the use of risk indicators. Clearly, there is a recognized need
to enhance systems and technology significantly.

companies about the risks of business continuity. Because of this, many
companies reviewed and refined their Business Continuity Plans (“BCP”).
Geographic diversity, employee safety procedures, and system-data backup
facilities are among the popular topics addressed by many participants’
BCPs. We observed that cost of business interruption still appears to be a big
unknown for many institutions; however, most participants have a target
recovery time from large-scale business interruptions.

IT projects pertaining to credit MIS and enterprise-wide data warehouse
implementations currently appear to be pervasive among the participants,
with over 50% of budgetary resources allocated to these two categories.

'For a majority of participants, lack of integration across disparate platforms
continues to be a major concern with respect to the existing infrastructure in
addition to timely reporting limitations. Not surprisingly, the three highest-
ranking priority criteria in the selection/implementation of new risk systems
are flexibility, cost and ability to integrate.




Risk taking is an integral part of a financial services institution’s business
activities. Although the responsibility and accountability for managing risk
oftentimes remain with the businesses, many firms have established formal
risk governance structures consisting of risk committees, groups, functions

and officers with various responsibilities.

We have seen a frend towards the modern risk manager playing a strategic
role in an institution's decision-making hierarchy, where alternatives are
considered by balancing the risk/reward trade-offs. Many institutions are

seeing the benefit of a central risk function, where a Chief Risk Officer
(“*CRO") or equivalent works closely with the senior leadership team to

improve business processes and enhance the decision-making process.

Contralized versus Decentralized Risk M Furcti

The respondents to our survey have
confirmed this trend. The majority
{62%6) indicated that they currently
have a centralized risk management
function. In addition, a significant
portion of the respondents using a
decentralized approach is planning
to move to a centralized approach.
Among those that continue with

a decentralized approach to risk
management, responsibilities are
primarily distributed on a regional,
geographic basis. As more financial
institutions develop more integrated
risk systems, the trend towards
centralization of risk management in
financial institutions should continue.

In most financial institutions (53%),
the Board of Directors executes its

79%

2%

Centralized

B current

Planned

Decentralized-Risk
Type

risk oversight function through delegated authority to a CRO, senior officer
or a risk committee. Less than half (47%) of the respondents indicated that
the Board of Directors has ultimate responsibility for the management and
control of risks. Approximately one fifth (21%) identified the CRO as having
overall responsibility for risk management oversight.

[recentralized-
Business Unit

Decentralized-
Regional



With day-to-day risk management playing an increasingly important role

in the eyes of shareholders and regulators, many financial institutions have
appointed a CRO to oversee the execution of the risk management strategies
and policies. However, not all organizations have felt the need to appoint

a CRO - more than one third (35%) of our respondents reported they do not
have one, Among those that have a CRO, approximately a third (32%)
indicated that the CRO reports to the Board of Directors. Another third {32%)
said that the function reports to the CEO. The remaining third of the
respondents noted that the CRO reports to various committees,

QOverall Responsibility for Risk Management

Beadsof — jyporn
Independent fisk  BusinessUnits G Chief Financial
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As competition for business leads financial service institutions to seek new
avenues to generate revenues (with new risk profiles, the importance of
having an independent risk oversight function has increased. While the level
of independence in the risk oversight function has increased relative to a few
years ago, some institutions (27%) still do not have an independent risk
function.

The responsibilities of a risk oversight function sometimes overlap with the
respongsibilities of other functions (such as internal audit and compliance) in
the organization. A majority of those with an independent risk oversight
function have identified the following as primary responsibilities of the
“Independent Risk Oversight” function:

» Risk analytics and reporting (86%)

» Developing policies and controls and monitoring compliance (81%)
» Monitoring risk exposure versus limits {73%)

» Independent verification of risk methodologies (62%)

Several institutions indicated that the responsibility of the risk oversight
function is more limited (e.g., develop policies and control procedures,
monitor compliance and perform risk analytics and reporting), whereas
verification of risk methodologies and monitoring risk exposure is perhaps
a secondary function.



More than a decade has passed since the BIS introduced the 1988 Capital
Accord. In order to improve the risk sensitivity of regulatory capital
measures, the Basel Committee on Banking Supervision released a detailed
set of proposals (the New Basel Capital Accord) in January 2001. The New
Accord provides for progressively sophisticated approaches to calculate
minimum capital requirements for credit and operational risk. The new
proposal is expected to be finalized by mid-2003 with an implementation
date currently stipulated for 2006.

Credit Risk

The survey findings in the sphere of credit risk vis-a-vis Basel II are
dominated by the following theme: the Advanced Internal Ratings Based
{(“IRB”} approach is clearly recognized as the preferred target regulatory
approach. However, from a data and systems perspective, relatively few banks
consider themselves in a position to qualify for this approach today or at the
New Accord implementation date.

A surprisingly high proportion (50%) of the respondents indicated that they
do not currently have capital allocation approaches to support any of the
proposed methods for credit risk capital under the New Accord.

This result appears to support the

notion of a significant disconnect Capital Allocation Processes for Credit Risk Capital

between larger and mid-sized . : R
institutions regarding their 55%
preparedness for the new regulatory o # tureent :
regime. In general, the relatively small Planned

group of the very largest banks

worldwide have remained engaged in
the New Basel Capital Accord proposal
process, and currently are better
positioned to implement the new
proposals. Given the absence of
complexity in the standardized
approach {relative to other
methodologies), it is not a surprise
that most institutions plan to adopt
this approach initially and progress to
more sophisticated methods over time.

Standard Fuundatlnﬁ IRQ h Advanced IRB Do Kot Have

Approach




A majority (55%) plan to implement the advanced IRB approach in the
future. The results also seem to confirm that most institutions recognize
the benefits from ultimately adopting the more sophisticated approaches
available for credit risk.

From an implementation perspective, the state of data, systerns and
processes are viewed currently as inadequate for qualification with the IRB
framework as evidenced from the graph below.

In our view, these gaps and challenges stem from a number of trends as the
banking landscape has evolved in the last decade. Consolidation within the
industry in combination with disparate systems and fractured / linear
management around the credit processes has resulted in the absence of any
meaningful consistent historical data around credit (default, recovery, etc.)
in most institutions. Investment in credit MIS and data stores/data marts
has not kept pace with growth in businesses and products, especially in the
commercial banking arena.

Areas That Need Worl in Orter to Qualifyfor New IRB Aoproact

I Much Work B Some Work - Little Work Does Not Apply

People

Pracesses

Systems

Data

o 1% P §0% 0% 100%
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Operational Risk

The greatest focus or area of concern for institutions as they address the
New Accord’s operational risk requirements so far has been collecting and
ensuring integrity of their loss event data history (60% and 54%,
respectively). Consistent with this finding is the increased focus on related
activities: developing quantitative metrics (52%) and capital allocation for
operational risk {(52%). Institutions appear to be less concerned about
developing qualitative metrics today (33%), probably due to the fact that
internal audit and risk managers have become comfortable with such
measures over the years.

Similar to our findings in credit risk, a large percentage of the respondents
(45%) favor the most advanced approach (the Loss Distribution method) as
their target environment. However, there seems to be little consensus with
respect to potential for regulatory relief under different operational risk
methods. In fact, a little more than a third (34%} of the respondents
expressed their inability to judge the methodologies’ relative capital
requirements while all other choices elicited roughly equal preference.

Highest Operational Risk Capital Relief vs Lowest Investment

Do rot know Internal Measurement
34% 2%

= Basic Indicator
No significant 2%

difference Standardized Loss Distribution
8% 4% 12%

In our view, the responses reflect some of the ambiguity that currently exists
with respect to implementation of the operational risk proposals. However,
the finding indicates inconsistency with the regulatory objective of providing
some capital relief from adoption of more sophisticated methods.



Market Risk

The responses relating to market risk clearly demeonstrate that the industry
has evolved towards sophisticated approaches in line with regulatory intent
since the first Basel market risk guidelines came into force more than five
years age. Only 239 of the participants still rely on the standardized
approach whereas nearly half (5296) use some form of VaR-based measures
for regulatory capital purposes. The experience with market risk may provide
a preview of how institutions implement the regulatory framework for credit
and operational risk over the upcoming years. However, two factors may
complicate the speedy adoption of advanced methods. First, credit and
particularly operational data and analytical systems are significantly behind
their market risk counterparts due to the scarcity of actively traded markets.
Secondly, value-at-risk measures were widely being accepted as an industry
standard best practice for measuring and reporting market risk at the time
the regulatory rules for market risk were implemented. Economic-based
measures for credit and espedially operational risk are still in their relative
infancy. Consequently, we expect the process of adoption of advanced
methods to be slower for these risk types.

Implementing economic capital allocation systems and processes has been
a major focus for many financial institutions for more than 1o years. Many
approaches have been developed and used for allocating economic capital
that vary widely in terms of level of sephistication and basic approach.

For the most part, economic capital methods in place at large financial
institutions have had significant influence on the New Basel Capital Accord
proposals for regulatory capital.

Two-thirds {65%) of surveyed institutions had some form of economic capital
measures in place at the enterprise level. Future plans of these institutions
clearly indicate a trend towards more granular and deeper economic capital
allocation within the organization. Trends for computation of risk-adjusted
profitability measures are consistent but not as prevalent as economic capital
at lower levels within the organization. Interestingly, more institutions have
RAROC measures at the transaction level (27%) than at the product or desk
level (18%6). This finding reveals that organizations have probably focused
more on risk-based pricing than post-origination performance or profitability
measurement,

Relative to the proportion of institutions that assign economic capital for
credit and market risks, fewer institutions assign economic capital for
operational risk, with slightly less than half of respondents (46%) allocating
capital for operational risk. A slight majority {52%) of institutions aggregate
institutional level economic capital based on an independence assumption
among capital measures from different sources: credit, market and
operational. This assumption is likely to be increasingly challenged given
the dependencies and correlations in losses observed from different sources
in the marketplace.
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Enterprise Risk Management is an area that draws a lot of attention from risk
managers, executives and shareholders. Although its definition varies among
practitioners, the conceptual underpinning of ERM is in integrating risk

management across risk types

(e.g., market, credit, operational, etc.),
business lines (e.g., banking, trading,
securities, etc.) and geographical
locations.

Survey questions in the ERM arena
related to the degree of risk
integration across the organization,
primary areas of focus in the
evolution towards the ERM
framework, the level of risk
consolidation, and the risk
management infrastructure
integration challenges experienced
due to mergers.

For a majority of participants (57%)
integration across risk types is a high
priority. Some participants (17%6)
believe that they have already achieved
this integration, Fewer respondents
{39%) regard consalidating risk across
business units as a high priority. Only
6% of participants indicated that they
have the ability to consolidate risk
measurement and management
across risk types, business lines and
geography.

Not surprisingly, RAROC-related
component areas, e.g. firmwide
economic capital, risk adjusted
performance and consistent risk-
based pricing, are considered a high
priority among the participants {(30%,
14% and 36%, respectively). These
components are typically pre-

Risk Consolidation

EEHigh Priority % Moderate Priority # Low Prinri.tfm Already Have

Canselidation across risk
type (e.g., marke1,
aedit, operational)

Consclidation across
business lines

[e.g., banking,
securities, insurance)

Consolidation across
geographic locations

0% W% 0% 0% 80% 100%

Areas of Focus in ERM Implementation

B High Priority 5 Moderate Pricrity # Low Prigrity

Already Have

Risk adjusted
performance analysis

Firm-wide economic capital allocation
and risk-hased distribution
of economic capital to business units

{onsistent risk-based
wicing 2crass the firm

Integrating ALM modeling
with market VaR

Integrating market
and credit risk

Risk adjusted sharcholder
value management

0% 0% 0% 0% 80% 100%



requisites towards implementation
of enterprise-wide risk adjusted
performance measurement
capabilities. Shareholder value
management was most commonly
reported as a low priority.

For many of the participants, the risk
management integration efforts
appear to have started at the
organization level, i.e. 43% stated that
they already have a well-integrated
risk management organizational
function. Data, system and
methodology integration appears to be
less than ideal for many participants.
The amount of resources and time it
takes to integrate risk data, systems
and methodologies may partly explain
this finding. Many participants stated
that system (55%) and data (47%)
related integration issues are most
challenging for their ERM
implementation.

About 41% of the participants have
experienced a merger in the past two
years. Among the participants who
have experienced a merger, 14% and
189 respectively, stated that their risk
management infrastructure is “very
well” or “well” integrated. In general,
the average responses gravitated
towards “somewhat integrated”.
Among the participants, who have
experienced a merger, 64% stated that
integrating the data and systems of
the merged parties proved to be the
most challenging; while for this group
compliance with separate regulatory
standards was reported as
“challenging” by 529, and “most
challenging” by only 9%.

Level of Inteqgration

Not Integrated

B Weil Integrated

% Somewhat Inteqrated

Organizatian level

(e.g., a central risk managemant
qroup exists which monitors and
manages enterprise-wide expasure]

Methodology level

{e.q. consistent credit rating across
business fines which 2re integrated
with market risk methodelagy}

Systems level

(e.g., 2single ar few integrated
2nalytical systems

produce consistent results)

EL
Data level
(e.g. asingleriskdzta
warchause is used consistently
2cross the arganizatian)
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Il Most Challenging # Challenging Least Challenging

Organizational
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Challenges in Merger Integration
W Most Challenging 3 Challenging Least Challenging
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As the credit markets have experienced strong growth in the last decade,
the concept of “active” credit portfolio management has attracted increased
attention over the traditional “originate and hold” approach. This evolution

has become feasible due to
developments on both the supply and
demand sides with respect to credit.
Increased liquidity in the credit
markets via structured credit
products, advanced risk analytics via
quantitative models, and sophisticated
risk management products via credit
derivatives have gone a long way
towards satisfying the appetite of non-
traditional credit participants such as
insurance companies, pension funds
and money managers as they seek
improved risk-adjusted yields while
achieving enhanced diversification.

Despite the recent recession and poor
performance of the credit markets,
more than two-thirds of survey
participants indicated that they do not
intend to tighten their underwriting
standards {69% for commercial and
72% for consumer credit). Only a
minority of institutions is tightening
standards (30% for commercial and
20% for consumer credits) — with the
exception being commercial real
estate, where 43% of responses
indicated a tightening among lenders.
For consumer credit, approximately
10% indicated an easing of standards.
A possible explanation for the limited
tightening at this stage of the
economic cycle may be that firms
have already adjusted their strategy

to address marketplace challenges.

Methods of Tihtening C Creclt Underuriting Standards

Deb Service
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Participants may also feel that risk management tools at their disposal have
more adequately equipped them to conduct business effectively in these
difficult times. Relative to past slowdowns, the financial services industry,
in general, is much better capitalized and therefore has a greater appetite
for risk (especially since credit premiums for riskier asset classes have
remained high relative to historical experience). Indeed, one of the most
frequently quoted tools to tighten standards is pricing (22% for commercial
and 279% for consumer), whereas reducing credit lines and credit limits as a
way to tighten lending standards attracted only approximately 10% of
responses. These findings may be indicative of a growing acceptance
of a risk/reward philosophy and comfort with more advanced risk analytics
{e.g., scoring and pricing) and hedging tools (such as credit derivatives,
see further below) instead of the traditional loss-avoidance approach.

Approximately half of the respondents conduct regular testing of their
internal risk ratings, using external ratings as benchmarks and / or internal
historical loss experience (53% and 57% respectively (with some using bothy).
Not surprisingly, these institutions have found their rating system to perform
with at least some degree of consistency. Yet, a significant minority (40%)
does not conduct any benchmarking analyses on a regular basis, and
consequently is unaware of the performance or effectiveness of internal risk-
rating systems.

In the area of counterparty exposure measurement and portfolio analytics,
many respondents appear to have advanced beyond the basics.

For counterparty exposure measurement, mary respondents currently rely
on potential exposure calculation at transaction level (46%) and aggregate
exposure at the counterparty level (48%). Only 24 continue to use principal
plus add-on as the approach for potential exposure estimation. This finding
is down from 40% of the participants in our 199g risk survey. Future
developments focus on increasing the use of aggregation and inclusion of
collateral and netting agreements in exposure measures. More advanced
simulation-based methods are being planned as the target environment at
only one in five (19%) respondents.

Credit concentration analyses remains  pooenlio Management Methods Used
the most common approach to credit -

portfolic risk management

(performed by 96% of the o

respondents to at least some degree o Not Planned
and up from 88% of the 1999 8% - ——
participants). Portfolio loss 0% "
distribution analyses fo% 1 Praceed 1-2yts.
{expected/unexpected loss measures) o Planned <1t
has broad acceptance among -
respondents as 44% use them e % somewht
extensively and an additional 329 rely 0% B Extersive
somewhat on this approach. Future 0%

developments in this area appear to 0%

be focused on developing risk/return ,

and mark-to-market analytics. Credit Riskfeward  Portfoliobond  Portfoliomark:  Expected

concentration optimization  transfer pricing to-market unexpected
analysis loss analysis
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Nine out of 1o respondents {92%) consider the timeliness of credit risk
analysis and reporting to be timely or at least somewhat timely, although the
largest overall group was somewhat timely {66%). This cverall response is a
bit surprising given the often-raised systems and data scarcity issues. Indeed,
the quality of the credit MIS was cited by 70% of respondents as a key
contributing factor for any less-than-satisfactory timeliness in reporting:

M Primary 52 Secondary 7 Not a reason

Processes

Methadology

Systerns

0% 0 6% "% 100%

Credit risk mitigation and management currently rely heavily on the
traditional tools of collateral, guarantees and syndications with extensive
usage reported as 769, 51% and 25% respectively. Securitization and some
newer tools such as credit derivatives, credit insurance and macro hedging
are slowly gaining acceptance — possibly indicating a shift towards a more
“active portfolic management” approach.

Credit Risk Mitigation Tools Employed

Macra hedges
Catlateral 12%
Not Planned
Syndicatian -
2nd panticipatian ... Planned >2 yrs,
Onfof-baance | Planned 1-2 yrs.
sheet netting
Guarantees Planned <1yr.
Credit insurance B somewhat
e B Exensive
Credit derivatives

Asset securitization
vehicles

0% 20% % 0% - -




The extensive use of credit derivatives is currently limited, involving mostly
single name CDS (e.g,, 8% extensively use credit default swaps). A much
larger portion (approximately a third of the responses), indicated a more
limited use of credit derivative instruments (e.g., 27% reported they
somewhat use both credit default swaps and total return swaps). Responses
indicate that future reliance on these instruments will more than likely
continue to grow, as the interaction between advanced risk management
analytics, better systems and use of risk transfer instruments continues

to improve,
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Value-at-Risk and stress testing are among the most commonly used
techniques to measure market risk. Many firms and other parties,

such as academics and vendors,
continue in their quest for improving
these methodologies. For example,
integrating stress testing with VaR,
incorporating event risk and liquidity
risk into the VaR framework and
improving volatility estimation
techniques are among the hot topics
of research.

Nearly two-thirds {63%) of the
participants already have one or more
of the market VaR models (22% have
multiple VaR models). Those without
a VaR model currently state that it is
either a high (50% of this group) or a
medium {40%) priority to implement
one in the near term.

Aside from the VaR model
implementation, the participants
placed the highest priority on
integrating stress tests into their VaR
analytics (33%). Incorporating
liquidity risk into VaR calculations
also attracts medium (35%) to high
{15%) priority from participants.
Despite the excitement in acadernic
circles, few participants (4%) have
already implemented the Extrerne
Value Theory {EVT) and most do not
place a high priority on this approach.

Since most institutions’ VaR analytics
started with “plain vanilla” fixed-
income and foreign-currency
instruments, we asked the
participants whether their market VaR

W High Priority % Moderate Pricvity < Low Priority Already Have
Integrating stress testing e g ne
and vaR analvtics %%
Implementing Monte Carlo

Simulatien YaR

Incarparating liquidity risk into VaR
analytical framewark

Implementing Historical
Simulation YaR

implementing Parametric VaR

implementing Extreme Value
Theory (EYT) for VaR

w 0% 40% 6% 0% 100%
Market VaR Coverage
~F
#l Currently Covered &% Planned to indude Ho Plan
oo (I
MES, (MO Y
Asset-backed securities - 33%
€0, €L0s and (005 a%

Commodity

Catastrophe or other event
driven instuments

Energy

0% 20% 40% 0% 0% 100%




models also handle more complex
structured products. The answers
varied significantly as not all of these
products are traded actively in every
market globally. However, a general
frend is that many participants report
that their models already handle
structured products such as CMOs
and MBSs (49%), ABSs (48%), and
CBOs, CLOs, and CDOs {41%).

On average about 20% of the
participants plan to include these
products in their VaR analytics.
Energy and catastrophe instruments
are relatively new to the markets and
fewer participants cover them in their
VaR analytics {14% and 16%
respectively). Nearly three-quarters
(75% to 80%) of the participants do
not plan to include these instruments
in their VaR analytics.

One of the challenges to many VaR
approaches is incorporating event risk
into the calculations. Many
institutions {48%) use stress test
scenarios to compensate for this
issue. However, many participants
plan to implement more sophisticated
approaches to integrate event risk
with VaR analytics via fat-tailed
statistical models (35%), extreme value
theory (31%} and jump diffusion
models (20%). Interestingly, more
respondents plan to use EVT than
reported that EVT was a research

and development priority.

A key input to market VaR
calculations is the volatility

of the underlying market prices.

We observed that the dominating
approaches for calculating market
volatility are EWMA (56%) and
implied volatility (55%) based
approaches. Both of these findings
are higher than they were in our
1999 survey, with 33% and 25%,
respectively for EWMA and implied
volatility, of that group’s participants.
The largest group of participants
updates their market volatility models
frequently, e.g. daily (37%). When we

Incorporating Event Risk into VaR Analysis
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correlate the answers to this question with those of the previous question,
it appears that most of the institutions that update their volatility models
daily do not use the volatility models cited above. We surmise that they use
simple standard deviation calculations or outsource volatility data from risk
data vendors.

The results of our earlier surveys and other industry surveys have indicated
that the use of stress testing is quite common among practiticners. When we
asked the participants about how they use stress test analysis, the majority of
the respondents reported they use it for an understanding of the firm's risk
profile (81%) and senior management reporting (77%). We believe that these
results are due to the more intuitive nature of stress test analysis than VaR
analysis. In addition, a significant portion of the respondents (58%) use
stress test analyses to set limits and as a trigger for further analysis. An
interesting finding is that 30% of participants use stress test analysis to
allocate economic capital and 23% have plans to do se.

The most common frequency of stress testing for institutions for all books is
“annually”. The exceptions are the trading book (where 32% of participants
implement stress testing daily) and the banking and investrment books
(where 38% and 34% of participants, respectively, stress test monthly).
Surprisingly, 49% of the participants only stress test their emerging portfolio
annually. Contributing to this observation is that many participants
implement stress testing at the same frequency across all of their books; only
15% of the participants have a schedule of varying frequency for stress testing
depending upon bock type. These participants typically stress test liquid and
actively traded books more frequently, presumably where there is more
robust data available; paradoxically, stress testing may benefit most the
portfolios where it is inherently most difficult to apply.

Lise of Stress Test Analysis

. W Curentise & Planned Use Ne Plan

Understanding firm's

risk prefile 12%

Reporting to senior
management

Setting limits

Triggering furthur analysis

Allocating economic capital 6%

% 0% 4% 50% 80% 1003

Market risk measures such as VaR and conventional ALM measures such as
Net Interest Income (“NII”) and Net Economic Value (“NEV”) are
increasingly being integrated, as many risk system vendors are focusing on



providing forward-looking balance-
sheet modeling capabilities. We asked
participants about the types of ALM
analyses they produce and how they
plan to integrate ALM with market
risk analysis.

We are not surprised to see that

the traditional ALM analysis

{i.e. Gap Analysis) still dominates
ALM reporting. Five out of six (85%)
participants use Gap Analysis in their
ALM decision-making processes,
while 71% use NII and Go% use NEV
sensitivity analysis. As more
institutions realize the potential of
NEV and NII sensitivity, we expect
this difference to decrease. Due to its
sophistication and computational
intensity, equity-at-risk type of analysis
currently is being used only by 37% of
the participants. Many institutions
report conducting various ALM
analyses on a “monthly” basis except
for the “Equity at Risk” type of
analysis that typically requires a more
intense computational run-time.
These results confirm our
expectations as many institutions
typically conduct monthly ALCO
meetings that require such analysis.

The majority of the participants have
at least sormewhat integrated interest
rate risk management of their
banking and trading bock {60%),
with 14% of the remaining
participants planning to integrate
within the next two years. The
participants who do not have plans
to integrate are typically insurance
companies, for which this question
does not directly apply.

The largest group of the participants
(42%) has already implemented a
simulation-based ALM system. One
third (33%) of participants plan to
implement it within an average of
1.4 years.

Use of ALM Analysis
rd
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22 Many financial services institutions have shifted their resources for
developing and/or improving their operational risk management processes.
This change was also acknowledged in the New Basel Capital Accord, which
introduced capital requirements for operational risk and provided a number
of methods for quantification of operational risk,

Operational risk management is still a new concept and has not been fully
developed and implemented. Most respondents are in the preliminary phases
of implementing operational risk management. The largest percentage (43%)
of respondents rank themselves at the beginning of the process, in Phase 1
(identifying operational risk types and data gathering), while 13% of
respondents ranked themselves in Phase 4 (management of operational risk),
Approximately one in seven respondents (15%) have not begun
implementing operational risk management.

Regulatory activity appears to be the

biggest driver in respondents’ Operational Risk Implementation Stage

decisions to implement operational o Phasek
; . A Creating metrics for monitoring Phase 1:
risk management with 65% of each type of operational risk LRl
. B Phase 4: 0% Identifying operatiana risk types
respondents notingitasa factor Management of operational risk and data gathering
leading to their decision to implement 13% %

operational risk management. As the
deadlines for complying with the New
Basel Capital Accord have been
delayed, most respondents seem

to be only in the preliminary stages
of implerenting an operational risk

frarnework. The other leading *t!ﬂtiTl;limmﬁng :

contributing factors to implementing e e Phase 3:
operational risk management all “::::;‘:gﬁT::::?'r‘gfs
relate to strategic management 19%
decisions:

Category % of Total Participanis

Responses to regulatory activity 65%

Request of risk management or senior leadership 50%

Develop a competitive advantage 39%

Following an industry trend 317%

Reaction to loss events (either internal or external) 35%






Reliance on Operational Risk Management Tools
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As operational risk management becomes more widespread, we expect
the usage of additional tools such as balanced scorecards, total quality
management and loss event databases will become more prevalent.

The survey participants were split as to whether operational risk
benchmarks should be developed with a top-down or bottom-up approach
{44% to 38% respectively, and 18% not knowing which approach would be
best). This data may reflect the institutions’ overall preferences for top-down
or bottom-up risk analyses, or biases based upon the current state of
operational risk approaches.

Survey participants recognize the need for enhancing current operational risk
systems and technologies (see chart on the next page). This is expected given
the large number of respondents that are in the preliminary phase of
opetational risk managerent. It appears most organizations' risk
management systems have basic capabilities (such as data gathering and
reporting) but lack complex capabilities (such as exposure calculations and
scenario and model building). The vast majority of respondents did not
believe their organization was very capable in any of the aforementioned
functional areas, appropriately recognizing the need for industry-wide
improvement. Interestingly, data gathering, which is the building block
needed to created advanced capabilities, has the lowest response rate of very
capable, but has the highest overall response as an existing functionality. The
area respondents most often listed their organization as being very capable in
was the reporting function, but, surprisingly, nearly a quarter reported their
operational risk management systems do not have any reporting
functionality at all.



Given the participants’ responses, data gathering techniques are viewed as
important but need much improvement. It would be expected that as the
data gathering functionality improves for the respondents’ operational
risk management systems, reporting and higher-level functionalities

would also improve,

With respect to allocating resources

to operational risk management,
augmenting the staff level by more
than 30% has the highest number of
respondents (20%), despite 50% of
respondents indicating no plans for
an increase in staff, External
consulting represents the smallest
level of planned increase in dedicated
operational risk management
resources with only 38% of
respondents planning an increase.
Since 96% of respondents listed
operational risk management as being
a strong focus of the organization, it is
not surprising that the first place they
would plan increases and
improvements would be systems and
technology and then staff.

(apahility of Risk Management Systems

M Very Capable % Needs Some Improvement & Needs Much (mprovement  Does Not Have Functionality

Reporting

Expesure calculasars
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Data gathering
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The tragic events that occurred on September 11, 2001 impacted the

operational capabilities of many firms beyond any prior occurrences and
beyond any anticipation, Many finandal institutions were significantly
affected by the attacks. Most of these firmns are revisiting their Business
Continuity Plans (“BCP"} and rethinking the depth and breadth of
disruptions that can occur in the future.

Respondents reported a variety
of impacts as a result of the events
of September 11, 2001. A slight

Top 10 Tonics Adclessed b Particioants’ BCP

ma]'ority (52%) of the participants Backup and off-sitestorage implemenation -~ o e T T T
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2%
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disrupted vendor services (19%) are ) ‘ .
the three highest ranking effects 0 % s % o
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A wide majority of participants
addressed traditional BCP areas in
their plan such as backup and off-site
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considered geographic concentrations in the same building, with lesser
groups reporting that their BCP considered other concentrations.

Some of the topics covered by participants’ BCPs have already been
implemented, e.g. pre-defined chain of command (54%), dual-site data center
{49%) and geographical diversity (46%). In addition, the highest priority
being focused on currently seems to be on securing business continuity
agreements with third-party service providers (25%) and implementing
advanced telecommuting /communication capabilities.

We asked participants to note their best estimate of cost of service
interruptions. However, participants did not have a command of the cost
impact of such outages and events - all participants stated in effect that they
do net have an estimate,

While 22% of the participants did not have a target recovery time

for business interruption, the remaining participants stated a varying range
of targeted recovery time. We calculated the weighted average target recovery
time as approximately eight hours.

BCP Implementation Priarities

W High Priority 22 Moderate Priority 4% Law Priority Already Have
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with business confinuity requirements
for 3rd party service providers and suppliers

Advanced telecommuting/
telecommunieation capabilities

Dual-site data centers
Pre-gefined chain
of tammand

Geagraphical diversification
of system sites

Virtwal office capabilites.
and cemmand centers

Geographical diversification

of office space )
100%
Target Recovery Time
T Cd
Weighted Mean: 8 hours
>1day <151"3’;:'"“ 15-20 minutes
% &% )
6-24 hours Lo 31-60 minutes

24% 16%

3-6 hours 1-3 hours
16% 16%

27




28

The advances in risk research and supporting software, computer and
telecommunications technology have allowed many risk technology vendors
to proliferate the market with new and improved risk analytical systems,

In this section of the survey, participants identified their priorities for risk IT
development efforts, their allocated IT budgets, their concerns with the
existing systems, and their criteria for

selecting/building risk systems. Risk [T Development Priorities

Advanced credit risk systems appear WHghProtty % ModewtePrioity - LowPriaity  Aready Have
to be on the top of the participants’
technology investment list. One in

.. Advanced credit risk
five (19%) participants stated that el s

they have already implemented Erterprse-vide sk
advanced credit risk systems, and dem varehos2 devcoptent
45% placed a high priority on such g maktasd s
- . . . TISK MEZSUTEME] em
systems. This theme is a continuation >
from the 1999 pam'dpants who Advarced market risk systems
reported that credit rigk systems were .
. B .. Impraving regufatory
their highest priority. riskreporting capebilies
"I'he next higl}est priority system mm‘u’mﬁﬂ:‘:
implementation plan appears to be for
- . Implementing an integrated
enterprise-wide data warehouse colateral manogemem gatem
development, which is key to attaining - 2% % o am 1%
an integrated ERM framework.
Maﬂ_“’t risk systems appear to Risk IT Budget Allocation
continue to rank relatively high on the
priority list. Emerpiewide  RAOCSpem
Risk IT system budgets varied widely Operatonal Rk ik Ssten * % Credit Risk System
s Syt
for participants. However, we T 2%

observed that the average annual IT
spending budget is approximately
$3.5 million and the median IT
budget is about $1 million. The
highest risk IT budget was stated as
$50 million. This dispersion is a
function of global institutions’
varying sizes, mix of operations and

Market Risk System
4%

Enterprise wide
current cutbacks in technology Risk data warehouse

spending at many institutions. 2



The allocation of the risk IT budget
appears to be consistent with the
participants’ IT implementation
priorities (i.e. credit risk systems are
allocated the highest budget (29%),
followed by the enterprise data
warehouse (24%6) and market risk
systern implementation {24%)}).

The biggest concern with the
participants’ current risk
management Systems appears

to focus on the lack of integration
between the systems (55% listitas a
major concern}. This is a continued
theme from the 199g participants,
who most frequently reported lack of
integration as an issue in their risk
systems. Many participants also
stated that integrating systems is a
major challenge towards attaining an
ERM framework.

As risk analysis techniques advance
and increasingly involve simulations,
more computational power is
required for frequent calculations and
reporting. Many participants (35%)
stated that their systems lack the
required performance for more
frequent calculations. Lack of
flexibility to extend the risk systems’
functionality is also stated as a major
concern by the participants (35%).

When we asked the participants

to rank their criteria for new risk IT
selection/ implementation, cost,
together with flexibility, appears to be

Concerns with the Existing Risk IT infrastructure
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listed on the top, followed by integration ability. These prioritized criteria are
consistent with most of the participants’ responses to the question regarding
their concerns with the existing systems.

0%
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Risk management in the financial services industry continues to evolve.
The results from our survey indicate three broad trends in global rigk
management:

» Risk management has gained significance and is now viewed by
many financial institutions as being of strategic importance. As a
consequence, responsibility for risk management increasingly is
centralized and elevated to positions directly reporting to the Board
of Directors.

» The trend towards the use of increasingly sophisticated quantitative
tools to assist risk management continues. While this development
is driven largely by new regulatory requirements (Le., Basel I1), there
is a realization among global finandal institutions of the strategic
importance of risk management and the desire to improve
performance through application of risk-adjusted pricing and
portfolio optimization techniques.

» One of the key challenges for the continuous development of risk
management capabilities remains information technology
infrastructure — mainly disparate systems and a lack of consistent
data. Finandial institutions are placing a special emphasis on
addressing these shortcomings — when taking into consideration
projected budget allocations.

We anticipate that many of the topics addressed in this survey will continue
to be of interest to the risk management community over the next few
years. Progress towards Basel 1] Accord implementation and its impact on
the banking industry, advances in credit and operational risk measurement,
and the evolution towards an integrated enterprise-wide risk return-
framework within financial institutions will be watched closely by risk
management professionals.

We would like to thank all the participants in our survey for taking the time
and effort to complete the questionnaire, providing us with their thoughtful
comments and feedback, and allowing us to compile this truly global survey.
We trust that this report and the insights gained will prove a worthwhile
investrment that provides a benchmark against which institutions can assess
the state of their risk management capabilities.

In fact, the enthusiastic response and interest generated by this year's survey
may be a reflection of the need for just such a reference. We intend to report
back within the next two years with a new survey on the progress and new
developments relating to risk management for financial institutions and we
look forward to sharing the information with you then.
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